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Abstract. Originating in 2017, DeepFakes utilizes artificial intelligence algo-
rithms, particularly Generative Adversarial Networks (GANs), to generate decep-
tive videos and images. Despite the wide-ranging applications of GANSs, their
potential misuse raises ethical concerns. The rapid advancement of technology
in multimedia has led to the emergence of malicious activities, such as Deep-
Fake manipulation in politics and entertainment. As manipulated visuals become
increasingly realistic, the need for a DeepFake detection approach becomes essen-
tial. The research employs two distinct Convolutional Neural Network architec-
tures for classification, emphasizing the escalating importance of DeepFake detec-
tion in contemporary society. In this research, DeepFake detection techniques are
developed by building two CNN models based on ResNet50 and DenseNet121
architectures. A comparative analysis is done for the two models based on accu-
racy and Fl-score efficiency parameters. Experimental results indicate that the
CNN models employed in the study achieve an accuracy of 86% and an F1-score
of 0.87, respectively.
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1 Introduction

Over the past years, deep learning technology has proven to be tremendously growing in
computer vision. Deep learning techniques have been commonly used in all industries
like healthcare, finance, automobile, etc. which provide solutions to complex problems.
Nevertheless, the negative aspects of deep learning result in the creation of manipulated
videos, photos, or other types of multimedia, which can pose threats to democracy,
privacy, and national security. This fake multimedia content is termed “DeepFakes” [13,
14]. The term “DeepFake” which is a combination of ‘deep learning’ and ‘fake’ initially
appeared in November 2017 when a Reddit user anonymously published an algorithm to
generate fake videos [11]. DeepFakes result from artificial intelligence algorithms that
integrate, alter, and superimpose video clips and images to generate realistic fake videos
[12]. DeepFakes are generated using digital data which includes videos, images, or audio
data to train the deep learning or machine learning models. The training process increases
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the chances of creating more DeepFake content in the digital world. As technology
advances, the accessibility and the potential to misuse them keep increasing. There are
many techniques to create DeepFakes including Generative adversarial networks (GAN),
Variational Autoencoders, and diffusion models. The generation of DeepFakes includes
training a neural network to explore a vast sample of data to replicate an individual’s
movements, facial expressions, voice, and other features. With the help of Al tools,
and deep learning technology face swapping and face mapping can be achieved using
these technologies. GANSs are a class of generative algorithms with an architecture that
consists of two neural networks, a Generator and a Discriminator [15]. Discriminator
has a supervised approach that predicts the data as real or fake, trains on actual data, and
feeds the outcome to the generator. The generator, an unsupervised learning network,
consists of various hidden layers, activation, and loss functions [16]. The main purpose
of the generator is to create fake images based on the discriminator’s feedback. GANs are
termed adversarial networks because both neural networks are concurrently antagonistic
to each other [7]. The backpropagation method is carried out to optimize the weight and
bias of the networks until the discriminator is capable of executing the classification tasks.
Some commonly used GANS to create fake content are WGAN, DCGAN, DRAGAN,
LSGAN, and many more. DeepFake producers can be categorized into four different
types: 1) activists or political players 2) fraudsters 3) DeepFake hobbyist community 4)
tenable actors like television companies [12]. Figure 1 illustrates a DeepFake generation
process by making use of encoder-decoder pairs.

Images created using GANs have extensive applications ranging from text or image
to image translation, blending and editing of photographs, face aging, generating new
human poses, 3D images, and photo inpainting [7]. However, disagreeing on the benefits
of a DeepFake would be biased. The images generated using GAN can effectively deceive
the eyes of humans. There are also several DeepFake applications and software that are
accessible to the public to create realistic content.

Overall, DeepFake generation algorithms are being developed at an alarming pace
and their quality is consistently improving, thus making DeepFake detection tools indis-
pensable in today’s society. DeepFakes can be a real threat to society affecting the per-
ceptions and sentiments of people [17]. Politicians, famous celebrities, and other known
personalities are impacted by the unethical usage of these Al-based content such as the
fabrication of fake news and adult material as well as online impersonation [5]. Deep-
Fakes can also be involved in spreading false information from untrusted sources, money
laundering, and data breaching activities. Given these negative implications, DeepFake
detection has become crucial in today’s society. In this research, a deep learning model is
used to classify DeepFakes into real and fake ones. To build the deep learning model, two
different CNN architectures are used to compare the performance of these models for
detecting DeepFakes. The graph in Fig. 2 represents the number of published papers on
the topic of DeepFakes until 2022. Although the entire list of papers is relatively lesser
than compared to other domains, the increasing trend proves to be one of the resonant
research areas in recent times.

Section 2 of this paper provides an overview of relevant works in the topic of Deep-
Fake detection. Section 3 describes our recommended methodology in detail Sects. 4
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Fig. 1. DeepFake generation model using encoder-decoder [1]
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Fig. 2. Number of DeepFakes papers in years from 2014 to 2022, obtained from https://app.dim
ensions.ai/ at the end of 2022 with the search keyword “DeepFake detection”

and 5 discuss the results and conclusion, respectively and finally future works is given
in Sect. 6.
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2 Related Works

With advancements in deep learning technology and the ease of generating fake content,
media manipulation has become increasingly popular in recent years. These manipulated
multimedia contents are created using the latest Al technologies and tools using deep
learning algorithms. The rising number of DeepFake content on various social media
platforms demands a DeepFake detection system which could be a solution to various
threats in society. Over the past years, there are numerous studies which have been
performed by various researchers in the area of DeepFake detection.

It is significant to know the creation of these DeepFakes to understand the differ-
ent tools and solutions to detect them. A popular deep learning technique for creating
DeepFakes is using GANs. GANs are deep learning algorithms that include two neural
networks that compete to create new synthetic data. GANs can be separated into three
parts [16]:

e Generative — To explain how data is created visually.
e Adversarial — Model training is carried out in an adversarial setting.
e Networks — Al-based deep neural networks are used for training purposes.
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Fig. 3. GAN flow diagram with basic function [18]
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Figure 3 depicts a high-level flow diagram of GAN with the basic functions. The
generator and discriminator play an antagonistic game during the training phase. The
generator’s goal is to create samples that deceive the discriminator, whereas the discrim-
inator’s goal is to enhance its capacity to differentiate between real and manipulated
data. This competitive training forces both networks to develop over time.

Latest advancements in deep learning technology have emerged in creating authen-
tic fake videos effortlessly which used to be done in Hollywood studios in older days.
This phenomenon has been reckoned to the outbreak of the crisis in democracy, society,
and constitutions and has proven to be a huge imprecation of technological develop-
ment to human civilization [7]. Sohail [2] proposed a methodology to detect DeepFake
media using three different CNN models and a fusion of all three models to enhance
generalization capability and robustness. The models were trained and tested on openly
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available DeepFake Detection Challenge (DFDC) data consisting of 400 videos and the
fusion model attained 99% accuracy. Their proposed approach imposed different image
augmentation techniques to make training data diverse which helps the model to learn
different sets of features. Vurimi introduced a combination of ResNet CNN architecture
and the LSTM (Long Short-Term Memory) approach [3] to detect DeepFake videos.
The model is trained in the Celeb-DF v2 dataset which consists of 590 actual YouTube
videos and tested with an accuracy rate of 91%. Xueyu in their work [4] developed a
novel framework known as “DeepFake disrupter” to protect against DeepFakes using
DeepFake detection models mainly Xception, Resnet18, and Resnet50.

Features play a significant role in the classification task in the case of deep learning
models. Mousa [5] implemented a CNN-based deep-learning model using mouth features
to detect DeepFake videos. They conducted the experiments on Celeb-DF videos and
used MoviePy, an open-source application to edit and cut videos specifically to extract
mouth features. Artem [6] put forward an approach to compare different EfficientNets
models and their performance for DeepFake detection. The authors did a comparison of
models on DFDC training data and the study proves that no strong correlation is between
the performance of the model and its size. The accuracy rate was higher for EfficientNet
B4 and B5 models. Andreas implemented a model [8] to train the FaceForensics dataset
which contains facial forgeries using a deep learning-based approach in a supervised
fashion. Also, they created a large-scale dataset consisting of manipulated facial images
which can be used for improving DeepFake detection models. Ying Xu [9] introduced a
different approach to generalize DeepFake detection, unlike other DeepFake detection
techniques. They proposed a generalizable model for detecting unknown and novel
DeepFake using supervised contrastive learning. Additionally, the proposed approach
aids in examining the learned features for explainability.

In the case of deep learning face-related tasks, the quality and quantity of the training
data have a great impact on the outcome. The amount of time taken for collecting and
labeling massive data quantity of data requires huge labor and remains expensive. Harshil
[10] implemented a CNN approach for detecting DeepFake on the CelebDF dataset by
including various data augmentation techniques as part of pre-processing. Some of the
augmentation techniques used by authors in [10] include GridMask, traditional aug-
mentations, style transfer, and face morphing. The positive and negative effects of each
augmentation technique were analyzed and compared for improving the performance.
Ipshita [7] contributed to the detection and classification of DeepFake images using pre-
trained models such as InceptionV3 and VGG-16. Furthermore, as part of the research
work fake images were generated using GAN, and localization and segmentation of fake
facial images are done using a segment-based model.

Generally, we can apprehend that researches in the area of detecting fake images
are still in scope as the generation of these manipulated images which look realistic is
tremendously increasing in the current world. Although we have a walkthrough of the
latest developments in this field of research, there are numerous study areas to address
and explore.
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3 Design and Methodology

In this study, the researchers employ popular pre-trained convolutional neural network
(CNN) architectures, namely ResNet-50, and DenseNet121 to detect DeepFake images.
DeepFake detection is a crucial application in the age of synthetic media, as it seeks to
differentiate between real and manipulated content. The selection of these pre-trained
models is significant because they are renowned for their effectiveness in image clas-
sification tasks. The researchers employ Celeb-DF, a dataset that presumably contains
both real and DeepFake images of celebrities, as the training and testing data. This
dataset provides a diverse set of facial images, making it suitable for evaluating the
robustness and generalization capability of the DeepFake detection models. By utilizing
CNN architectures, the researchers aim to demonstrate the effectiveness of convolutional
neural networks in achieving high accuracy in identifying DeepFake content. CNNs
have proven to be highly proficient in capturing complex patterns and features within
images, which is vital for detecting subtle manipulations commonly found in DeepFake
videos and images. The utilization of these pre-trained models further accelerates the
development process and enhances the model’s ability to discern real from fake.

In the proposed work, the classification task is performed using two CNN models,
ResNet-50 and DenseNet121, with a comparative analysis based on model accuracy to
evaluate their effectiveness in differentiating between real and fake images. The overall
process has been executed using the Jupyter Notebook platform on which deep learning
algorithms can be trained at increased speed.

3.1 Dataset

The training dataset for the two Convolutional Neural Network (CNN) architectures
plays a crucial role in developing deep learning models for image classification tasks. In
this case, the dataset consists of a mix of fake and real images, sourced from the Celeb-
DF dataset [19]. This dataset is instrumental in advancing the field of deep learning and
computer vision, particularly in addressing the challenges posed by DeepFake videos,
which have gained notoriety for their potential to spread disinformation and manipulate
digital content.

The Celeb-DF dataset is a valuable resource for researchers in the field of deep
learning and computer vision, containing a substantial collection of both DeepFake
and real videos. Specifically, the dataset comprises 5,639 DeepFake videos and 590
real videos, providing a comprehensive representation of both synthetic and authentic
content. Each video in the collection lasts approximately 13 seconds on average and has
a standard frame rate of 30 frames per second. The authenticity of the real videos in
the Celeb-DF dataset is notable, as they are curated from publicly accessible YouTube
videos. These videos encompass 59 celebrity interviews, which include individuals from
diverse ethnic backgrounds, age groups, and genders. This diversity is essential for
ensuring that the CNN models are capable of generalizing their learning across various
demographics and characteristics.

In the context of the DeepFake videos within the Celeb-DF dataset, they are the result
of a face-swapping technique applied to 59 distinct subjects. This technique involves dig-
itally manipulating the facial features of one individual to make them appear as another
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person, which is a common method for creating DeepFake content. These synthetic
videos pose a significant challenge in the detection of manipulated content, making
them an ideal test case for evaluating the effectiveness of the CNN architectures. The
dataset contains a substantial number of images, with a total of 19,457 individual frames
extracted from the videos. To ensure proper training, validation, and testing of the CNN
models, abalanced split of the dataset is employed. Specifically, 80% of the data, amount-
ing to 15,565 images, is allocated for training the models. This large training set enables
the models to learn the underlying patterns and features necessary for distinguishing
between real and DeepFake content. Furthermore, 10% of the dataset is set aside for
validation purposes. This validation set is instrumental during the training process as it
helps monitor the model’s performance and adjust hyperparameters to prevent overfit-
ting, ensuring that the model generalizes well to new, unseen data. Finally, the remaining
10% of the dataset is reserved for testing the models. This test set serves as the ultimate
evaluation, assessing the CNN architectures’ ability to accurately classify real and fake
images (see Fig. 4).

Fake images

Real images

Fig. 4. Real and fake images from training dataset [19]

3.2 Model Architecture

Convolutional neural networks (CNNs) have emerged as powerful tools for address-
ing this challenge, demonstrating superior performance in distinguishing between real
and manipulated images. In this elaboration, we will delve into the key aspects of this
research, including the architecture of DeepFake detection models using CNNs and the
utilization of three prominent CNN architectures: ResNet-50, and DenseNet121. More-
over, we will explore the adaptations made to these architectures to suit the Celeb-DF
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dataset, which differs from the ImageFolder dataset, and the implications of these devel-
opments in the broader context of computer vision. Figure 5 provides a visualization of
the CNN architecture designed specifically for DeepFake detection models. One of the
significant accomplishments in this domain is the detection of manipulated images using
the Celeb-DF dataset, a benchmark dataset commonly employed for evaluating Deep-
Fake detection algorithms. To tackle this task effectively, two well-established CNN
architectures—ResNet-50, and DenseNet121 have been harnessed.

Input images

/ ~ Sigmoid
O\ Rescaling
Ay )
~ q Adal?m ¢ Average Dropout
. ~~ — Pooling
. /f — = o
N / | . Real
~ N/ d
ResNet-50/ AN T~
DenseNet121 4 Fake
yd
e
J -
///
/4 (224.224.3)

Fig. 5. CNN architecture of DeepFake detection model

A critical consideration in using the Celeb-DF dataset lies in the variance of image
dimensions compared to datasets like ImageFolder. To address this discrepancy, cer-
tain modifications have been introduced to the conventional CNN architectures. These
adaptations ensure that the models can handle the unique characteristics of the Celeb-
DF dataset. Additionally, the output layer of the network has undergone alterations.
Unlike the ImageFolder data, where multiple classes are present, this research focuses
on binary classification—distinguishing between real and fake images. As a result, the
updated architecture is optimized for processing coloured images with a resolution of
224 x 224 pixels. To ensure uniformity and optimal data pre-processing, the image data
are normalized to a scale ranging from O to 1 through a rescaling layer. Following this
pre-processing step, the rescaled images are passed through the base models: ResNet-50,
Inception V3, and VGG-16. The output from these base models is then subjected to an
adaptive average pooling layer, followed by a dropout layer with a dropout rate of 50%.
Finally, a sigmoid function is applied in the output layer, which is tailored for binary clas-
sification tasks, serving as the model’s decision-making mechanism to classify images
as either real or fake.

ResNet50. ResNet-50 represents an evolution of the ResNet architecture and is a CNN
with 48 convolution layers, one average pooling layer, and one max pooling layer,
totalling 50 layers in depth. After the introduction of AlexNet, ResNet has been one
of the most influential architectures in the realm of deep learning. ResNet’s innovation
lies in its establishment of residual connections between different layers, an approach
that has led to reduced loss, enhanced knowledge acquisition, and improved training
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performance. When a layer features a residual connection, it indicates that the layer’s
output is a convolutional combination of both its input and the input from an earlier
layer. This architectural breakthrough has had a profound impact, enabling the creation
of exceptionally deep networks while addressing challenges like vanishing gradients.
ResNet-50, in particular, has gained popularity for its ability to capture complex image
features effectively, making it an ideal candidate for DeepFake detection.

DenseNet121. DenseNetl21 is a convolutional neural network architecture widely used
for image classification tasks. It stands out for its dense connectivity pattern, where each
layer receives input from all preceding layers, promoting feature reuse and efficient
parameter utilization. With 121 layers, DenseNet achieves impressive accuracy while
addressing issues like vanishing gradients. This design improves information flow, mak-
ing DenseNet121 effective for tasks such as scene understanding and object recognition
in computer vision.

For evaluating CNN-based classifiers (ResNet50, and DenseNet121) detection effi-
ciency, a test dataset is formed which includes images from the Celeb-DF dataset. The
performance metric used to compare the DeepFake detection models are accuracy, recall,
F1-score, and precision. Cross-Entropy loss is selected as the loss function and Adam
optimizer of learning rate 0.0001. Also, for ResNet-50 and DenseNet121, the batch size
is opted as 32 for training, validation, and test datasets. After conducting multiple exper-
iments with different sets of epochs, the epoch value is set to 15. Hyperparameter tuning
has been done to choose the parameters after doing multiple experiments with various
loss functions, optimizers, and batch size combinations. The experimented batch size
values are 16, 32, and 64 with Adam, and Stochastic gradient descent optimizers and
different sets of learning rates ranging from 0.01 to 0.00001.

4 Results and Discussion

In the proposed work, DeepFake detection is performed using two commonly used CNN
architectures: Resnet50, and DenseNet121. The performance metrics used to compare
all three models include accuracy, precision, recall, and F1-score. The results from the
test data are represented in Table 1.

Figure 6 shows the learning curves obtained by training the CNN models with dif-
ferent hyperparameters and includes both accuracy and loss plots with an increasing
number of epochs. The learning curve plots show the results obtained over 15 epochs.
The optimizer used for all three models is the same (Adam optimizer) with a learning
rate of 0.0001 and batch size of 32. All the hyperparameters are chosen after conducting
multiple experiments on the models.

The results detail the efficiency comparison of different CNN architectures for detect-
ing DeepFake images using various performance metrics and learning curves. When
models are evaluated on the same datasets they were trained on, nearly all of the studies
exhibit outstanding performance scores, but if the models are tested on unseen data, they
appear to struggle. When working with real-time data which is unbalanced, the training,
validation, and testing accuracies are not effective performance indicators of models due
to the vast difference between false negatives and false positives. Hence, it is relevant
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Table 1. Comparative analysis

Model Accuracy (%) Precision Recall Fl1-score
ResNet-50 86.3 0.861 0.917 0.888
DenseNet121 86.5 0.931 0.833 0.879
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Fig. 6. Learning curves of DeepFake detection models

to include other metrics to evaluate the efficiency of the models other than accuracy.
The results from the experiments show both the models exhibit similar performances
with an accuracy range of 86% and F1-score of 0.88. Although there are fluctuations
in the validation curve of DenseNet121 results, both training and validation accuracies
and loss functions converge to the same point after 15 epochs. For choosing the num-
ber of epochs the learning loss curve pattern is studied and by using the early stopping
technique, overfitting issues are controlled to a great extent.

From the experiments, it is clear that the validation data has lots of fluctuations
compared to the training data which can be practically possible with real-time data.
Ultimately, by performing hyperparameter tuning the results were improved for all three
models. The fluctuations in the validation data can be improved by implementing differ-
ent cross-validation techniques for data split which is not performed during the study.
In terms of training time for 15 epochs, DenseNet121 has less training time compared
to ResNet50.
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5 Conclusion

With the advent of technology in the multimedia sphere, several malicious activities,
such as the misuse of forged videos and images in different domains like politics and
entertainment, have evolved as a negative element of it. This development in multimedia
has made manipulated and real images nearly identical, leading to extensive research in
this domain. The most commonly used phrase, ‘DeepFake,” has the capability of produc-
ing hyper-realistic visuals. This research work aims in building a DeepFake detection
technique using two CNN architectures.

The experiments showcase comparable performances of the models, with an accuracy
range of 86% and an F1-score of 0.88. Noteworthy is the observation of fluctuations in
the validation curve of DenseNet121, although both training and validation accuracies,
along with loss functions, converge after 15 epochs. The adoption of the early stopping
technique successfully addresses overfitting concerns. In terms of training time, the study
notes that DenseNet121 outperforms ResNet50 in efficiency, completing 15 epochs in
less time.

This research work provides an overview of how the models differentiate the images
from real or manipulated ones by building DeepFake detection models using CNN
architectures. These DeepFake Detection models serve as crucial safeguards, helping
mitigate the risks associated with malicious misinformation, identity theft, and fraudulent
activities.

6 Future Work

Despite the availability of various DeepFake detection tools or models to identify forged
images or videos, current research often lacks reasoning or explanation for image clas-
sification. Interpretability plays a pivotal role in building trust with end-users and stake-
holders, which is essential for the broader adoption of DeepFake detection technology.
In light of these challenges, it has become increasingly evident that there is a need
for the development of interpretation methods specifically tailored for neural networks
used in DeepFake detection. To enhance the reliability and trustworthiness of DeepFake
detection systems in the future, it can be suggested to develop more explainable and
interpretable models by making use of Explainable Al methods.
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Preface

It is with great pleasure that we introduce the proceedings of the Computing Conference
2024, held on July 11 and 12, 2024. This conference served as a platform for researchers
and professionals from around the globe to convene and exchange ideas at the forefront
of computing and its diverse applications. The enthusiasm and dedication displayed by
participants underscored the significance of this event in fostering collaboration and
advancing the field.

We received an overwhelming total of 457 contributions from esteemed scholars and
practitioners. These submissions underwent a rigorous double peer-review process, facil-
itated by experts in their respective domains. After careful evaluation and deliberation,
a total of 165 papers were selected for publication in these proceedings.

The diverse array of topics covered in these papers reflects the breadth and depth of
contemporary computing research, spanning areas such as artificial intelligence, machine
learning, cybersecurity, data science, and beyond. Each paper represents a valuable
contribution to the collective knowledge base of the computing community, offering
insights, innovations, and solutions to pressing challenges.

We extend our heartfelt gratitude to all authors, reviewers, organizers, and attendees
whose efforts and contributions made this conference a resounding success. It is our
hope that the insights shared and connections forged during this event will continue to
inspire and propel advancements in computing for years to come.

Regards,
Kohei Arai
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